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SQIPrime: A simple mechanism
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Quick Background

SQISign & SQISignHD

SQISign [DFKL*20, DFLLW23]:

& Prover

E b
v
Ex— B

@ o long (=~ p*) smooth.

@ Given in kernel
representation.
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@ o short (>~ \/p).

@ Given in HD
representation.
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Quick Background

SQISign & SQISignHD

SQISign [DFKL*20, DFLLW23]:

& Prover

E b
v
Ex— B

@ o long (=~ p*) smooth.

@ Given in kernel
representation.
+ Compact. (177 B)
— Slow signature.
-+ Quick verification.
— Hard primes.

OUOTSA

Ea

Verifier

E

SQIPrime

o ok?

SQISignHD [DLRW23]:

(0 =
[A)
[}
[
T: 17/ o
()
[
W
Ea— B

@ o short (>~ \/p).
@ Given in HD
representation.
+ Very compact. (109 B)
+ Quick signature.
— Long verification.
+ Easy primes.
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Kani's Lemma [Kan97]

Kani [CD23, MMP*23]:

Al B’ F:BXA/—>A><B/

Kani [Rob23]:

A
g‘
A

f
—_

B
hg’g
B

_—
f'=f

deg(F) = deg(f) + deg(g)

@ g is often an unsmooth
isogeny.

@ Practical in dim 2.
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@ g is trivial HD
endomorphism.

@ Practical in dim 4 or 8.
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Kani's Lemma [Kan97]

Kani [CD23, MMP*23]:

(v )

- / !

g f

/ F:BxA 5> AxB
deg(F) = deg(f) + deg(g)

@ g is often an unsmooth
isogeny.
@ Practical in dim 2.
— Hard to use.
— Requires deg(F) torsion.

— Dual sensitive.
+ Quick.

OUOTSA

SQIPrime

Kani [Rob23]:
A
gW
A

@ g is trivial HD
endomorphism.

;
—_—

B
hg’g
B

@ Practical in dim 4 or 8.

_—
f'=f

+ Easy to use

+ Requires /deg(F) torsion.
+ Not dual sensitive.

— Slow.
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Inspiration: QFESTA [NO23]

RandlsogImages: R

1. Find 0 € End(Ey) with
deg(0) = £(2% — £) > p. P 0 2p
2. Use Kani's Lemma to split 6.

er(F) = { (10(P).0(P)| P € o271}

deg(7) and deg(p) coprime. /
3. Finding I, 1, from 0 is easy. 5, T £
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Inspiration: QFESTA [NO23]

RandlsogImages:

1. Find 0 € End(Ey) with
deg(0) = £(2% — £) > p.
2. Use Kani's Lemma to split 6.

er(F) = { (10(P).0(P)| P € o271}

deg(7) and deg(p) coprime.
3. Finding I, I, from 6 is easy.

» This is a Doublepath algorithm that:
@ is quick.

@ works with unsmooth degree.

@ Provided 2% ~ p, has a good distribution*.
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Inspiration: DeuringVRF [Ler23]

Problem: The KernelToldeal only works on smooth isogenies.
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Inspiration: DeuringVRF [Ler23]

Problem: The KernelToldeal only works on smooth isogenies.
» [Ler23] proposed an approach based on precomputed basis:

Precomputed Basis

Let E be any supersingular curve. (P, Q,, Ip) is special basis of E[q], with:
@ P, Q € E such that (P, Q) = E|[q].
@ . € End(E) such that «(P) = Q.
@ Ip is such that E[lp] = (P).
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Quick Background

Inspiration: DeuringVRF [Ler23]

Problem: The KernelToldeal only works on smooth isogenies.
» [Ler23] proposed an approach based on precomputed basis:

Precomputed Basis

Let E be any supersingular curve. (P, Q,, Ip) is special basis of E[q], with:
@ P, Q € E such that (P, Q) = E|[q].
@ . € End(E) such that «(P) = Q.
@ Ip is such that E[lp] = (P).

1. We can perform unsmooth KernelToldeal.

ker(p) = ([a]P + [b]Q) = I, = [a+ bu].lp

2. This is preserved through isogenies.

ker(p) = ([a]7(P) + [b]7(Q)) = o, = [(a + be)Ir].lp
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SQIPrime2D: Public parameters, KeyGen & Commit

@ Public parameters:
o p+1=2%f with p— 1 = 2Ng with g ~ 2>
prime with
o a>["2) 4 log,(q)] +1.
o (Py, Qo) = Eo[2%].
o (P,Q,¢,Ilp) a precomputed basis of Ep[q].

Eo
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SQIPrime2D: Public parameters, KeyGen & Commit

@ Public parameters:
o p+1=2%f with p— 1 = 2Ng with g ~ 2>
prime with
o a> [% + log,(q)] + 1.
o (Pg, Qo) = Eo[27].
o (P,Q,¢,Ilp) a precomputed basis of Ep[q].

o Key Generation:

E

o Use KaniDoublePath to compute 7 and p. /P
o deg(7) =gq. "' \; R
o deg(p) = 2% —q. i
R ~P L

° (5) =7(g): g
o pk=EsR,S sk=1,p Ea
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SQIPrime2D: Public parameters, KeyGen & Commit

@ Public parameters:
o p+1=2%f with p— 1 = 2Ng with g ~ 2>
prime with
o a> [% + log,(q)] + 1.

o (Po, Qo) = Eo[2°].
o (P,Q,¢,Ilp) a precomputed basis of Ep[q].

o Key Generation: ¥

Eg - > E;
o Use KaniDoublePath to compute 7 and p. /P !
o deg(7) =gq. "' \‘ .
o deg(p) = 2% —q. Y
R ~P L
° (5) =7(g): g
o pk=EsR,S sk=r1,p Ea

o Commitment:
o Use KaniDoublePath to compute .
o deg(¢) = ¢1 < 2% random prime.
o Share E;.
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SQIPrime2D

SQIPrime2D: Challenge & Response[1]

o Challenge:

The challenge is a € Zg.

a defines C; = R + [a]S.
C, is the kernel gen. of ¢ :
Share a.

EAHEz
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SQIPrime2D

SQIPrime2D: Challenge & Response[1]

o Challenge:

The challenge is a € Zg.

a defines C; = R + [a]S.

C, is the kernel gen. of p: Epx — E;
Share a.

o Response[l]:
1. Retrieve I, = [(1 4 at)l5]«Ip.

2. Use Iyl 1y to compute J ~ o : Ex — E1 of
degree d < 2,/p odd.

SQIPrime
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SQIPrime2D: Challenge & Response[1]

o Challenge:
o The challenge is a € Zg.

o a defines C; = R+ [4]S.
o C; is the kernel gen. of ¢ : Eg — E»
o Share a.

o Response][1]:
1. Retrieve I, = [(1+ at)l5]«Ip.
2. Use I?T’xb to compute J ~ o : E; — Ej of
degree d < 2,/p odd.
3. We will consider and work with kK = o o .

k=o0co0yp < k(C)=0
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SQIPrime2D: Response[2]

o Response[2]:
4. Compute v € End(Ep) such that

n(v) = d(2* — dq) and evaluate 7 05 over
Eo[2%].

Eo
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SQIPrime2D: Response[2]

o Response[2]:

72 /
4. Compute v € End(Ep) such that Eo ¢-mmmmmees Eg
n(v) = d(2* — dq) and evaluate 7 05 over e T
Eop[2¢]. 7

5. Write v = 2 0 y1 where deg~; = d and
degy = (2% — dq).
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SQIPrime2D: Response[2]

o Response[2]:

4. Compute v € End(Ep) such that
n(v) = d(2* — dq) and evaluate 7 05 over
Eo[2%].

5. Write v = 2 0 y1 where degy; = d and
degy = (2% — dq).

6. Use Kani (where the isogenies in play are 72
and 70 41) to retrieve the pushforward
0 : Ey — Es of 2 through 7071.
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SQIPrime2D: Response[2]

o Response[2]:

4. Compute v € End(Ep) such that
n(v) = d(2* — dq) and evaluate 7 05 over
Eop[2¢].

5. Write v = 2 0 y1 where degy; = d and
degy = (2% — dq).

6. Use Kani (where the isogenies in play are 72
and 70 41) to retrieve the pushforward
0 : Ey — Es of 2 through 7071.

7. Compute X, Y a deterministic basis of £1[2%]. Es

8. Evaluate (Z;) = [(qd)*l]éo/f%(i(,) and
V =46(GC).

s E, ® E
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SQIPrime2D: Response[2]

o Response[2]:

4. Compute v € End(Ep) such that
n(v) = d(2* — dq) and evaluate 7 05 over
Eo[2%].

5. Write v = 2 0 y1 where degy; = d and
degy = (2% — dq).

6. Use Kani (where the isogenies in play are 72
and 70 41) to retrieve the pushforward
0 : Ey — Es of 2 through 7071.

7. Compute X, Y a deterministic basis of £;[2%]. Es

8. Evaluate (Z;) = [(qd)*l]éo/f%(i(,) and
V =46(GC).

9. Return E5, T,U, V.

s E, ® 5
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SQIPrime2D: Verification

o Verification:

1. Using the basis B = {(X, T), (Y, U)}, define Exn—— 5 B
the dim 2 isogeny F. /
2. Check that codomain(F) = Ep X —.
$ S0k K0
Es ——E

F:E x Es — Ea x Ej

A
K0 OxK
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SQIPrime2D: Verification

o Verification:

1.

2.
3.

Using the basis B = {(X, T), (Y, U)}, define Esi—F—— E
the dim 2 isogeny F. /
Check that codomain(F) = E4 x —. s s
A .

Compute (2) = F(g) and check that: l/&m

o Z; = [2°)(R + [4]S) = [27]C.. ,

e 2, =0. Es T) E;
Soundness comes from the equivalence

C, € ker(k) <= 6(C,) € ker(d«k).
F:E x Es — Ea x Ej

A
KO OxK
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Security

o SQIPrime2D is a X-protocol:

o Special soundness is the same as SQISign & SQISignHD.
o HVZK under RUCODIO+AIO.
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Security

o SQIPrime2D is a X-protocol:

o Special soundness is the same as SQISign & SQISignHD.
o HVZK under RUCODIO+AIO.

@ Key security reduces to the following problem:

o Let ¢1,¢2 : Eg — E’ be two supersingular isogenies of degree q and 2% — q
respectively, where q ~ 2 is a prime. Given Ey, E' and $2(Eo[q]), retrieve ¢1 or ¢».
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Security

o SQIPrime2D is a X-protocol:

o Special soundness is the same as SQISign & SQISignHD.
o HVZK under RUCODIO+AIO.

@ Key security reduces to the following problem:

o Let ¢1,¢2 : Eg — E’ be two supersingular isogenies of degree q and 2% — q
respectively, where q ~ 2 is a prime. Given Ey, E' and $2(Eo[q]), retrieve ¢1 or ¢».

@ Relies on assumptions regarding the distribution of KaniDoublePath:

o Can only compute ©(¢/ log(p)) isogenies of degree £.
o Assumed computational undistinguishability of the codomain.
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Analysis of SQIPrime2D

Parameters

o On average, “SQIPrime2D-friendly” prime for security A are of size 2\ + 4 log,()\)
bits.
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Analysis of SQIPrime2D

Parameters

o On average, “SQIPrime2D-friendly” prime for security A are of size 2\ + 4 log,()\)
bits.
o Finding good primes is a search for statistical anomalies:

prao+ 1= 2273 i 192 ~ 2281.50
p3o —1=2-3-5-59-191 2797 - 16585601 - 201574719984723380928407959307 - q130

qu30 = 1733124013302036320718171822563477047667 ~ 2130-3°

pir 4+ 1= 2247 79 ~ 92533
pii7 —1=2-3-5-2903 - 1924673583633629 - 634009940699607211039 - g117

qu17 = 168118140144706967996895604212334429 ~ 2'17-01
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Analysis of SQIPrime2D

Parameters

o On average, “SQIPrime2D-friendly” prime for security A are of size 2\ + 4 log,()\)
bits.
o Finding good primes is a search for statistical anomalies:

prao+ 1= 2273 i 192 ~ 2281.50
p3o —1=2-3-5-59-191 2797 - 16585601 - 201574719984723380928407959307 - q130

qu30 = 1733124013302036320718171822563477047667 ~ 2130-3°

pir 4+ 1= 2247 79 ~ 92533
pii7 —1=2-3-5-2903 - 1924673583633629 - 634009940699607211039 - g117

qu17 = 168118140144706967996895604212334429 ~ 2'17-01

o Finding good “SQIPrime2D-friendly” primes requires a lot of factoring.

SQIPrime Quantum Safe Workshop IBM 15/18




SQIPrime as a DSA

o Using Fiat-Shamir [FS86], SQIPrime induces a quantum resistant DSA.

Prover

EsR,S

Verifier

E;

Es, T,U,V

5wy L e,
Ser(V) %0

-

SQIPrime
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SQIPrime as a DSA

o Using Fiat-Shamir [FS86], SQIPrime induces a quantum resistant DSA.

Prover Verifier

5wy L e,
Ser(V) %0

- -

OUOTSA SQIPrime

Ea k.S Scheme pk sign | sign (comp.)
E SQISign 64 322 177
SQISignHD 64 208 109
5 SQIPrime4D 192 272 240
SQIPrime2D (p117) 191 320 299
Es, T,U,V » SQIPrime is not large, it is hard to compress.

» Still smaller than all non-isogeny based DSA.

Quantum Safe Workshop IBM




Efficiency

@ Following [DMPR23], it is
clear that SQIPrime is quite
efficient.

o For KeyGen.
o For Signature.
o For Verification.

SQIPrime
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Analysis of SQIPrime2D

Efficiency

@ Following [DMPR23], it is
clear that SQIPrime is quite
efficient.

o For KeyGen.
o For Signature.
o For Verification.

Scheme (X = 128) 2 3 22) | (22.22)
KeyGen 378 234 - -
SQISignHD Sign 252 312 - -
Verif - 78 - 142
KeyGen - - 241 -
SQIPrime4D Sign - - 241 -
Verif - - - 263
KeyGen - - 273 -
SQIPrime2D (p130) Sign - - 546 -
Verif - - 273 -
KeyGen - - 247 -
SQIPrime2D (p117) Sign - - 494 -
Verif - - 247 -

SQIPrime
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Analysis of SQIPrime2D

Efficiency
Scheme (X = 128) 2 3 22) | (22.22)
KeyGen 378 234 - -
SQISignHD Sign 252 312 - -
Verif - 78 - 142
KeyGen - - 241 -
o Following [DMPR23], it is SQIPrimedD AR I R R I
clear that SQIPrime is quite RKeyGen - - 573 -
efficient. SQIPrime2D (p130) Sign - . 546 .
Verif - - 273 -
e For K.eyGen. ReyGen - - a7 -
o For Signature. SQIPrime2D (p117) Sign , , 494 ,
o For Verification. Verif - - 247 -
Scheme (\ = 128) End(Ep) dim 2 dim 4
KeyGen 4 2 -
SQIPrime4D Sign 4 2 -
Verif - - 4
KeyGen 2 4
SQIPrime2D Sign 6 5 -
Verif - 1 -
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Analysis of SQIPrime2D

Efficiency
Scheme (\ = 128) 2 3 22) | (2.2.2,2)
KeyGen 378 234 - -
SQISignHD Sign 252 312 - -
Verif - 78 - 142
KeyGen - - 241 -
o Following [DMPR23], it is SQIPrimedD AR I R I
clear that SQIPrime is quite RKeyGen - - 573 -
efficient. SQIPrime2D (py30) Sign - . 546 .
Verif - - 273 -
e For K.eyGen. ReyGen - - a7 -
o For Signature. SQIPrime2D (p117) Sign , , 494 ,
o For Verification. Verif - - 247 -
° Irnpl_ementat|on not yet Scheme (\ = 128) End(Ey) [ dm2 | dim 4
finalized. KeyGen 2 2 ,
SQIPrime4D Sign 4 2 -
Verif - - 4
KeyGen 2 4
SQIPrime2D Sign 6 5 -
Verif - 1 -
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Thank you for listening !
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Happy to discuss your comments and questions !!!

» More details in our paper (2024/773).
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SQIPrime: A simple mechanism
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|
ExtKaniDoublePath

To heuristically improve security of secret key,

we propose ExtKaniDoublePath: E (52571 p1 £
0 1
@ 0 € End(Ep) such that n(6) = / \
ofloga(a)] _ (2a _ g(2Mog2(1 _ )
q( q) q( ) e o o
@ Use Kani's Lemma twice. p2oT [o1]% 7207
— H ~ n3/2 o _E
@ p = p10po is such that deg(p) ~ p*/< (as 2 J aler
opposed to p). o
E—p b

» Heuristically outputs almost all isogenies of degree q.
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