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A short history of Diffie-Hellman

DH over: e.g. Classical sec.

Field Z×
p

Lp(1/3)

Gen group ECC O(p1/2)

Group action CSIDH O(p1/4)

Less structure =⇒ More security

DH Key Exchange

Alice Bob

a ∈$ Zq b ∈$ Zq

A := g a B := gb

A

B

K := Ba K := Ab

MIKE is a NIKE based on a symmetric graded monoid action.
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Why you should care

log2(p) sk pk KeyGen KeyAgrement
251∗ 32 B 64 B 0.294 ms 2.167 ms (asm)
251∗ 32 B 64 B 0.335 ms 3.018 ms
383 48 B 92 B 1.095 ms 8.720 ms
505 64 B 128 B 2.525 ms 21.017 ms

Table: MIKE benchmarks1

Compact

Secure

Fast

Cryptographically practical

1Timing measured on rust implementation on ARM M4 Pro chip, 4.5GHz.
∗correspondence between prime and security in flux following [Wes26].
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Graded Monoid Action

(M,⊗) a monoid.

rk : (M,⊗)→ (N>0, ·)

X a set.

dim : X → N>0

Symmetric graded monoid action

? : M × X −→ X

such that:

1. Neutral: 1 ? x = x

2. Associativity: m1 ? (m2 ? x) = (m1 ⊗m2) ? x

3. Symmetric: (m1 ⊗m2) ? x = (m2 ⊗m1) ? x

4. Graded: dim(m ? x) = rk(m) · dim(x)

I Graded monoid action cannot be group action !
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Graded Monoid Diffie-Hellman

Diffie-Hellman just needs Monoid !

We “just” need a cryptographic monoid action.

Monoid Diffie-Hellman (r , d)

Alice x of dim d Bob

ma of rank r mb of rank r

A := ma ? x B := mb ? x

A

B

K := ma ? B K := mb ? A
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Elliptic curves

Work with supersingular elliptic curves over Fp2 :

Variety of dim 1

Abelian group structure

Supersingular if |E (Fp2 )| = (p + 1)2

We still have isogenies

φ : A −→ B ∼= A/ ker(φ)

I Fully characterised by their kernel.

P

R

[2]P

Figure: Elliptic curve

End(A) are orders of Q-algebras.

' Lattices with multiplicative structure inherited from integer ring R.
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Abelian Varieties

Work with maximal Abelian varieties over Fp2 :

Variety of dim g

Abelian group structure

maximal if |A(Fp2 )| = (p + 1)2g
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Orientation

Let R = Z[
√
−p]:

Category AVR



A defined over Fp ⇐⇒ ιA : R ↪→ End(A)a

φ : A→ B defined over Fp ⇐⇒ ∀α ∈ R, ιB(α) ◦ φ = φ ◦ ιA(α)

Let L be a R-Lattice:

Rn M−−−→ Rm −−−→ L −−−→ 0

with M ∈ Matm,n(R) and rk(L) = m − n.

aprimitive embedding
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Tribune

As R is a Dedekind ring.

Lattices ⇐⇒ finitely presented torsion free Modules

Thesis

f.p.t.f.-Module based crypto � Lattice based crypto !

In MIKE, Lattices are called Modules2!
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Tribune

As R is a Dedekind ring.

Lattices ⇐⇒ finitely presented torsion free Modules

Thesis

f.p.t.f.-Module based crypto � Lattice based crypto !

In MIKE, Lattices are called Modules2!

2Because what else could it be!
Max Duparc MIKE Maths of PQC 8 / 14



Lattice Module action

Let L a R-lattice of rank r and A a R-oriented abelian variety

Module action
The module action L ?R A is:

ΦL : Ar −→ L ?R A

ker(ΦL) = Ar [M] = ker
(
ιA(M)> · (Pi )1≤i≤m

)

Ar L ?R A

A

Φ

L?R−
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A Cryptographic Module Action

Theorem [Rob24]

?R : ( R-Lattices, ⊗b)×AVR → AVR

is a graded symmetrical monoid action.

b⊗ is the R-tensor product

Theorem

Let E0 s.t. R ∼= End(E0).

R-Lattices
−?RE0−−−−−−→ AVR

L −−−−−−→ L ?R E0

is an symmetric anti-equivalence of category.

This is MIKE’s cryptographic graded monoid action (almost) !
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MIKE (idea)

E0

E 2
0 SA

SB

S2
A

S2
B WAB

MA ?−

MB ?−

ΦA

ΦB ΦB

MB ?−

MA ?−

ΦA

MIKE (Idea)

Alice E0 of dim 1 Bob

MA of rank 2 MB of rank 2

SA := MA ?R E0 SB := MB ?R E0

SA

SB

MA ?R SB

∼= (MA ⊗MB) ?R E0
∼=

MB ?R SA
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MIKE’s secret trick

φI : E0 → EI isogeny over Fp2

Deuring
! I left-O0 integral ideal

by def.
! MI rank 2 Z[

√
−p]-lattice

Theorem:

MI ?Z[
√
−p] E0

∼= S(EI )

E 2
0 S(EI )

E0 EI

× E p
I

ΦMI

module

quaternion

φI
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MIKE’s secret trick

φI : E0 → EI isogeny over Fp2
Deuring
! I left-O0 integral ideal

by def.
! MI rank 2 Z[
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MI ?Z[
√
−p] E0

∼= S(EI )

E 2
0 S(EI )

E0 EI × E p
I

ΦMI

module
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φI

2-isogeny
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Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



Consequences

1. MIKE’s dim 2 isogenies over Fp are dim 1
isogenies over Fp2 !

I Public keys compression (3p → 2p).
I Key security ⇐⇒ Isogeny problem.

2. No need for lattices in implementation!
I Constant time implementation!

3. Shared keys are Weil type fourfolds.
I Can efficiently compute invariants.

4. Better rabbits interpolation.
I 2x faster than generic dim 4 chain.

5. Good security.
I reduces to End-ring problem assuming a

q-DDH oracle in AIM+.

All above results are what makes MIKE!
No time to explain them!

Max Duparc MIKE Maths of PQC 13 / 14



MIKE

S(EA)2

E 2
0 S(EA)

E0 EA

EB

S(EB)

S(EB)2 WAB

ΦB

IB ?−

IA ?−

φA

φB

IB ?−

IA ?−

ΦA

MIKE

Alice Bob

sA ∈$ Z2f−2 sB ∈$ Z2f−2

EA := φA(E0) EB := φB(E0)

EA

EB

IA ?R S(EB) ∼= (IA ⊗ IB) ?R E0
∼= IB ?R S(EA)

A monster of simplicity

coming to an eprint near you soon !
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Module action is an action

Module action (Theoretical PoV)

The module action M ?R A is the unique object in AVR such that ∀X ∈ AVR

HomAVR
(X ,M ?R A) = HomR

(
M,HomAVR

(X ,A)
)

f.p.t.f R-modules are a multiplicative graded monoid using tensor product ⊗
M2 ?R (M1 ?R A) = (M2 ⊗M1) ?R A

HomAVR
(X ,M2 ?R (M1 ?R A)) = HomR

(
M2,HomAVR

(X , (M1 ?R A))
)

= HomR

(
M2,HomR

(
M1,HomAVR

(X ,A)
))

= HomR

(
M2 ⊗M1,HomAVR

(X ,A)
)

= HomAVR
(X , (M2 ⊗M1) ?R A)
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More detailed Module Action on PPAVs

ψM : M
∼=−→ M∨ λA : A

∼=−→ A∨

HM : M ×M −→ R eA : A× A −→ Fp

VarietiesModules

(M,HM) ?R λA : (M ?R A)∨
Dual

==== M∨ ?R A∨
ψM

==== M ?R A∨
M?RλA====== M ?R A
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